] UBND TINH DONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap — Tu do — Hanh phiic

S6: 340  /STTTT-CDS Pong Nai, ngayo1 thango2 nam 2024

V/v thuc hién nghiém céac bién phap bao
mat tai khoan nguoi dung trén HE thong
thong tin giai quyét thu tuc hanh chinh tinh

Kinh gtri:
- Thu truong cac So, ban, nganh; ,
- Chu tich Uy ban nhan dan cac huyén, thanh pho.

Thyc hién hién nhiém vy quan ly, van hanh H¢ théng thong tin giai quyét thu
tuc hanh chinh tinh, trong d6 bao gom viéc két ndi, chia sé va khai thac thong tin
v6i co so dil liéu qubc gia vé dan cu trén Hé thong thong tin giai quyét thu tuc hanh
chinh tinh (Hé thdng), S& Thong tin va Truyén théng d c6 03 van ban (vin ban sb
2696/STTTT-CNTTVT ngay 20/9/2023, vian ban s6 2605/STTTT-CNTTVT ngay
11/9/2023, van ban sb 2098/STTTT-CNTTVT ngay 23/8/2023) vé bao mat tai
khoan nguoi dung, thong tin ca nhan ctia nguoi dan va ddm bao an toan thong tin
Heé thong.

Tuy nhién, qua cong tac kiém tra, gidm sat Hé théng, S& Thong tin va Truyén
thong ghi nhan nhiéu don vi, dia phuong chua trién khai thuc hién nghiém noi
dung nay, nguy co 10 lot thong tin giy mat an toan thong tin hé théng. Thuc té,
ngay 23/01/2024, dd xdy ra sw cé 19 lot thong tin mdt khdu tai khodn tai co sé
thugc UBND thanh phé Bién Hoa, dén dén ngit hé thong két noi dir liéu lin 2,
gidn doan hé thong, anh huéng nghiém trong dén qud trinh gidi quyét thii tuc
hanh chinh trén dia ban tinh.

Thue hién v kién chi dao cia dong chi V& Tan Putc, Quyén Chu tich
UBND tinh tai Hi nghi so két 2 nam trién khai thuc hién Dé an 06 (tai Van
phong UBND tinh, ngay 31/1/2024), dé khic phuyc tinh trang néu trén, dam vao
an toan thong tin Hé thong theo yéu cau cua Bo Cong an, S¢ Thong tin va
Truyén thong d& nghi Tha trudng cac co quan, don vi, Chi tich UBND cac
huyén, thanh phé luu ¥, tap trung chi dao cac nodi dung sau:

1. Tiép tuc phé bién, trién khai, quan triét lai cdc ndi dung ctia van ban sO
5722/TCTTKPA ngay 10/8/2023 ctia T6 cong tac Pé an 06 Chinh phu dén toan
thé can b, cong chuec, vién chure dé thuc hién nghiém cac quy dinh c6 lién quan
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trong qua trinh két ndi, chia sé va khai thac thong tin co s¢ dit liéu qudc gia vé
dan cu (CSDLQG vé dan cu) phuc vu viéc tra ctru, kiém tra, xac thuc thong tin
cong dan dé tiép nhén, xu 1y hd so giai quyét tha tuc hanh chinh cho nguoi dan,
doanh nghiép trén Hé thong thong tin giai quyét thil tuc hanh chinh cua tinh (Hé
thdng); cling nhu cac hé thong chuyén nganh cua cac don vi di duoc két ndi véi
CSDLQG vé dan cu.

2. Chi dao cong chuc tiép nhan va xir Iy hd so phai bdo mdt, khéng tiét 19
thong tin dir ligu ca nhan ciia cong dan khi tiép nhan, xtr Iy ho so giai quyét
TTHC cho ngudi dan, doanh nghiép trén Hé théng. Trudng hop cac co quan, don
vi, dia phuong c6 thay doi cong chire tiép nhan, xt Iy hd so trén Hé théng phai c¢6
van ban giri vé S¢ Théng tin va Truyén thong (thong qua Trung tim Cong nghé
thong tin tinh) dé kip thoi x6a, cap nhat phan quyén tai khoan cho ngudi ding.

3. Chi dao cac can bd, cong chic thuc hién PHAI thay doi mdt khdu tai
khoan trén hé thong theo dung quy dinh, yéu cau vé dam bao an toan thong tin,

cu thé:

- PO dai caa mat khau toi thiéu 1a 8 ky tu trd 1€n; nd1 dung mat khau bao
gé)m: cac ky tu dat biét (!, @, #, $...), chit cai in hoa, chir cai in thuong va ky tu
s6 (1,2,3); nén sir dung mat khau khac nhau cho timg tai khoan dé ké gian khong
thé sur dung mdt mat khau dé truy cap vao tat ca cac tai khoan.

- Phai thay d6i mat khau miac dinh ngay khi tiép nhan tai khoan; thudng
xuyén thay d6i mat khau, it nhat 03 thang mot 1an;

- Tuyét d6i khong duoc tiét 16 mat khau cia ca nhan khi chwa ¢ bién ban
ban giao.

- Thuong xuyén cap nhat cac ban nang cap phan mém may vi tinh, thiét bi
thdong minh.

- Can b0, cong chuc, vién chic hoan toan chiu trach nhi€ém trong truong
hop dé 16, lot tai khoan duoc cap dan dén viéc bi loi dung st dung tai khoan sai
muc dinh, tan cong gay anh hudng dén hoat dong cua hé thong.

4. Chi dao thuc hién cai dat hé théng phong, chéng ma ddc va chia sé thong
tin v&i Trung tim Gidm sat an toan khong gian mang qudc gia theo van chi dao
12839/UBND-KGVX ngay 28/11/2023 cua UBND tinh va vin ban so
3449/STTTT-CDS ngay 21/11/2023 ctia S6 Thong tin va Truyén thong.
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5. S& Thong tin va Truyén thong s& chi dao Trung tim Cong nghé thong tin
tinh chi dong theo ddi Hé thdng, phdi hop don vi nghiép vu Cong an tinh van
hanh Hé thdng dam bao Hé théng dap tng theo tiéu muc (2), (3) tai muc 2
“Panh gia, kién nghi” cta vin ban s6 5722/TCTTKPA ngay 10/8/2023; Thanh
tra S& s& to chirc kiém tra viée quan tri - van hanh H¢ théng phong, cai dat hé
théng chéng ma doc, cac bién phap dam bao an toan thong tin va chia sé thong
tin md doc véi Trung tam Gidm sat an toan khong gian mang qudc gia (vin ban
s6 109/STTTT-CPS ngay 12/01/2024); phdi hop v6i don vi cung cap Hé thong
thong tin giai quyét thu tuc hanh chinh tinh nghién ctru, thue hién giai phap quan
1y s6 luot tra ctru thong tin céng dan trén Hé thdng theo thoi gian (phut, ngay).

Trong qué trinh khai thac, str dung néu gip khé khin, vudng méc, phat hién
su cb bat thuong mat an toan thong tin, dé nghi cac co quan, don vi va dia
phuong lién hé ngay véi Trung tim Cong nghé thong tin tinh (s6 dién thoai:
02513.827.555, E-mail: hotro@dongnai.gov.vn) dé duoc hd trg, xir 1y.

S¢ Thong tin va Truyén thong dé nghi cac don vi, dia phuong quan tim,
phéi hop./.

Noi nhén: GIAM DbOC
- Nhu trén;

- B/c Nguyén Son Hung — Pho Chu tich
UBND tinh (dé béo cao);

- Cong an tinh (€ phdi hop);

- Ban Giam doc So; THONG TIN
- Trung tdm CNTT tinh; .
- Phong VHTT cép huyén; VATRUYENTRONG

- Luu: VT, CBS, Binh.

Ta Quang Truwong
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