UBND TINH PONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap - Tw do - Hanh phiic

S6:4468  /STTTT-CDS Dong Nai, ngay 3y thdang 12 nam 2024
V/v tang cuong cong tac bao dam an
toan thong tin mang hudéng téi dip Tét
Duong lich 2025, Tét Nguyén dan At
Ty va L& ky niém 95 nim thanh lap
bang Cong san Viét Nam.

Kinh gui:
- Cac S0, ban nganh;
- UBND céc huyén, thanh pho;
- Ngan hang nha nudc tinh Pong Nai;
- C4c doanh nghiép Vién thong: VNPT, Viettel,
MobiFone, FPT.

Thuc hién vin ban sé 5644/BTTTT- CATTTngay 29/12/2024 cua Cuc An
toan thong tin — B Thong tin va Truyén thong vé viéc Tang cuong cong tac bao
dam an toan thong tin mang hudng toi dip Tét Duong lich 2025, Tét Nguyén
dan At Ty va L& ky niém 95 nam thanh 1ap Pang Cong san Viét Nam.

Nhim bao dam an toan thong tin mang, duy tri hoat dong on dinh cac hé
thdng thong tin trong thoi gian dién ra nhirng ngay 1€, su kién 16n cua dat nudc
nhu tét Duong lich 2025, Tét Nguyén dan At Ty va dic biét hudng t6i L& ky
niém 95 nam Ngay thanh 18p DPang Cong sin Viét Nam (03/02/1930 -
03/02/2025), S& Thong tin va Truyén thong dé nghi cic co quan, to chirc, doanh
nghiép ting cudng trién khai cong tac bao dam an toan thong tin mang cho céc
hé thong thong tin thudc pham vi quan 1y, cu thé:

1. Tang cuong trién khai hoat dong bao dam an toan thong tin mang:

a) Tap trung cong tac gidm sat an toan thong tin mang, ra soat, xu Iy ma
ddc, bao dam an toan thong tin mang 24/7; Phan cong nhan sy theo doi thuong
xuyén, lién tuc dé dam bao phat hién sém cac nguy co tan cong mang (dac biét
1a tin cong ma hoa dir liu, thay d6i giao dién) dé kip thoi xir 1y, khic phuc
nhanh su ¢6 tdn cong mang.

b) Chua dong thuc hién kiém tra, danh gia, phat hién va khic phuc 16 hong
bao mat; Sin lung moi nguy hai va boc g& phan mém doc hai cho toan bd may
cht, may tram trong hé thong thong tin; Ra soét, cap nhat ddy du cac ban va 16
hong bao mat cho hé thong thong tin, thuc hién theo ddi, xir Iy cac vin ban canh
b4o an toan thong tin mang hang tuan, hang thang do B6 Thong tin va Truyén
thong (Cuyc An toan thong tin) cong bd tai dia chi
https://khonggianmang.vn/canhbaoattt/, Nén tang Diéu phdi xir 1y sy ¢b an toan
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thong tin mang qudc gia (IRlab.vn) va tir cic co quan, to chic lién quan cung
cp.

¢) T6 chirc cac hoat dong tuyén truyén, nang cao nhan thtrc k§ ning co ban
vé an toan thong tin mang; Nhan biét, canh giac trudc théng tin xau doc, tin gia,
thong tin xuyén tac, chdng pha, chinh sich cia Pang va Nha nudc; Phong,
chdng ltra d4o trén khong gian mang cho toan thé can bo, céng chirc, vién chirc,
nguoi lao dong cua co quan va nguoi dan trén dia ban.

d) Xay dung cac ké hoach, phuong an Ung ctru khan cip dé sin sang trién
khai cac giai phap ung pho, xtr 1y su c6 tan cong mang.

2. Cac doanh nghiép cung cap dich vu vién thong, Internet; cac to chiic,
doanh nghiép cung cdp ha ting s, nén tang so:

a) Tang cuong nguodn luc bao dam ha tang vién thong, internet an toan,
thong sudt va ting cuong truc giam sat, hd trg, khic phuc sy cd.

b) Trién khai cac bién phap ky thuat & mirc cao nhat nham phat hién, chan
loc, ngan chin hoat déng tin cong mang, phat tan thong tin x4u doc, thong tin vi
pham phap luat trén hé théng thong tin, ha tang mang ludi thuéc pham vi quan
ly.

¢) Tang cuong theo ddi, cap nhat, xur ly cac phan anh, khiéu nai cua nguoi
dung vé tin nhan réc, cudc goi rac, dic biét 1a tin nhan lira dao, cudc goi lira ddo
qua hé thong tiép nhan phan anh tin nhan rac, cudc goi rac do BO Thong tin va
Truyén thong (Cuc An toan thong tin) chia s¢; Xu ly quyét liét, triét dé cac
truong hop phat tan tin nhan rac, tin nhan ltra dao, cudc goi rac, cudc goi lira dao
ma nguoi dung phan anh.

d) Thyc hién nghiém va kip thoi cac bién phap xu 1y theo yéu cau cua Bo
Thong tin va Truyén thong va co quan chiic nang cé tham quyén

3. Trong truong hop can hd tro giam sat, xir 1y, tng ciru sy ¢d dé nghj lién
hé thong qua cac dau moi:

- S¢ Thoéng tin va Truyén thong: Phong Chuyén do6i sd dién thoai
0384.828.284 (6ng Nguyen Thé Hung) hoac 0937.192.307 (6ng Nguyén Hoang
Chuong), thu dién tu: attt@dongnai.gov.vn.

- B Théong tin va Truyén thong (Cuc An toan thong tin):

+ Phong An toan hé thng thong tin, sb dién thoai truc dudng diy nong hd
trg tong thé cac giai phap an toan thong tin 0888.133.359, thu dién tu:
athttt@mic.gov.vn.

+ Trung tdim Ung ctu khan cap khong gian mang Viét Nam
(VNCERT/CC), di,én thoai 024.3640.4421 hoac s6 dién thoai truc dudong day
nong tng ctru sy ¢0 0869.100.317, thu dién tu: ir@vncert.vn.
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+ Trung tam Giam sat an toan khong gian mang quéc gia (NCSC), dién
thoai: 024.3209.1616 hodc sb dién thoai truc dudng day nong hd tro giam sat,
canh bao sdém 0389.942.878, thu dién tir: ais@mic.gov.vn./.

Noi nhén: KT.GIAM POC
- Nhu trén; 7 2N 0 A A
- UBND tinh (dé€ bao cao);

- Ban Giam déc:

- Phong VHTT céc huyén, TP.
- Phong Chuyén dbi s6;

- Trung tdm CNTT tinh;

- Luu: VT, CBS. Chuong
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